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12 FAM 050 
POLICY AND PLANNING COORDINATION 

(CT:DS-197; 09-17-2013) 
(Office of Origin: DS/MGT/PPD) 

12 FAM 051 ESTABLISHING POLICIES, 
PROCEDURES, AND STANDARDS 

(CT:DS-1 64; 07-1 5-201 1 ) 

The Assistant Secretary for Diplomatic Security (DS) establishes all policies, 
procedures, and standards for the Bureau. DS program directors make policy, 
procedures, and standards recommendations, after thorough coordination with all 
affected bureaus and outside agencies, through the deputy assistant secretary or 
assistant director in their chain-of-command. 

12 FAM 051.1 Coordinating Review of Other Bureaus' 
Policies 

(CT:DS-1 64; 07-1 5-201 1 ) 

a. The Policy and Planning Division (DS/MGT/PPD) is the coordinator for all 
policies, procedures, and standards requiring DS clearance from other bureaus 
within the Department. 

b. Any DS office having representation on multi-bureau or Department-wide 
committees must coordinate proposed policy, standards, or agreements with 
DS/MGT/PPD. 

c. DS/MGT/PPD ensures the appropriate offices in DS have an opportunity to 
provide substantive comments on the proposed issues. After receiving the 
comments, DS/MGT/PPD coordinates drafts, clears recommendations with the 
appropriate deputy assistant secretary or assistant director, and obtains final 
clearance from either the Principal Deputy Assistant Secretary (PDAS) of DS or 
the Assistant Secretary. 

d. DS/MGT/PPD coordinates meetings with the action bureau, as necessary, to 
address issues to obtain clearance. 
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12 FAM 051.2 Coordinating Review of Interagency or 
National Policies on Security Issues 

(CT:DS-1 64; 07-1 5-201 1 ) 

a. DS/MGT/PPD is the Department clearance coordinator for all Diplomatic 
Security-related policies, procedures, and standards originating through 
interagency committees, agencies, and other organizations to which the 
Department is or will be a party. 

b. Any DS office having representation on interagency committees must 
coordinate committee-proposed policy, standards, or agreements with 
DS/MGT/PPD. 

c. DS/MGT/PPD is responsible for ensuring a DS-consolidated position prior to 
requesting comments from other Department offices and constituent agencies. 

d. DS/MGT/PPD drafts the final response, with appropriate deputy assistant 
secretary or assistant director clearance for the Bureau. 

12 FAM 052 POLICY DEVELOPMENT 
12 FAM 052.1 Drafting 

(CT:DS-1 64; 07-1 5-201 1 ) 

a. Program managers complete the first draft of proposed security policies, 
procedures, and standards. 

b. The DS/MGT/PPD Policy Analysis Staff works with program managers to 
develop substantive policy and provide editorial assistance. The Policy Staff 
ensures consistency with other existing policies, procedures, and standards, as 
well as with format requirements. The Policy Staff also takes the lead in 
resolving policy inconsistencies. 

c. DS/MGT/PPD prepares draft policies, procedures, and standards in the 
approved Foreign Affairs Manual (FAM) format prior to clearance distribution. 

12 FAM 052.2 Publication 

(CT:DS-1 64; 07-1 5-201 1 ) 

All policies, procedures, and standards must be published in the FAM or Foreign 
Affairs Handbook (FAH) in accordance with 2 FAM 1116. Volume 12 (12 FAM, 
Diplomatic Security) contains the Bureau's security policies and directives. 
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12 FAM 052.3 Application 

(CT:DS-1 64; 07-1 5-201 1 ) 

Security policies, procedures, and standards published in 12 FAM are applicable to 
all agencies under chief of mission (COM) authority (22 U.S.C. 3927), unless 
otherwise directed. DS must clear all policies and standards that may impact 
other agencies operating under COM authority with the OSPB, see 12 FAM 056. 
Direct all policy compliance and coordination questions to DS/MGT/PPD. 

12 FAM 052.4 Signatory Authority 

(CT:DS-1 64; 07-1 5-201 1 ) 

The Assistant Secretary for Diplomatic Security and the Director of the Diplomatic 
Security Service sign all telegrams and memoranda that establish Bureau policy or 
are sent as Security Officer Collective, Engineering Security Collective, or to all 
Diplomatic and Consular Posts (ALDAC). 

12 FAM 053 MEMORANDA OF UNDERSTANDING 
AND AGREEMENT 

(CT:DS-164; 07-15-2011) 

DS/MGT/PPD is responsible for coordinating the development of DS-related 
Memoranda of Understanding (MOUs) and Memoranda of Agreement (MOAs) 
between DS and other entities, such as other Department bureaus, Federal 
agencies, or other organizations. 

12 FAM 053.1 Signatory Authority for MOUs and MOAs 

(CT:DS-1 64; 07-1 5-201 1 ) 

a. Based on the security issue, the Assistant Secretary for Diplomatic Security 
generally signs all MOUs and MOAs that involve multiple security programs with 
one or more U.S. Government agencies. DS/MGT/PPD advises on pertinent 
considerations. 

b. Based on the subject, the appropriate DS deputy assistant secretaries or 
assistant directors sign all MOUs and MOAs for DS that involve a single security 
program with one or more Government agencies. 

c. The Executive Director must clear or sign all DS-related MOUs and MOAs 
involving funding or human resources. 
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12 FAM 053.2 Guidelines for Developing MOUs and 
MOAs 

(CT:DS-1 64; 07-1 5-201 1 ) 

a. An MOU is a document describing a bilateral agreement between parties. It 
indicates an intended common line of action. MOUs are a means to coordinate 
security programs with DS, the Department, and other Federal agencies 
domestically and abroad. Generally, the action of one party does not depend 
on the actions of the other party. 

b. An MOA is a document written between parties to cooperatively work together 
on an agreed upon project or meet an agreed upon objective. An MOA is often 
more specific in nature than an MOU and pertains to the goods and/or services 
stated in the agreement. Generally, the actions of one party depend upon the 
actions of the other party. 

c. DS program managers, in coordination with the other entities in the proposed 
agreement, serve as subject matter experts to determine the issues to be 
specified in an MOU or MOA. The Policy Analysis Staff ensures that MOUs and 
MOAs are coordinated and cleared through the appropriate Department and 
interagency channels. 

d. DS/MGT/PPD maintains a library of current MOUs and MOAs to which DS is a 
signatory and keeps an inventory of pending agreements. 

12 FAM 053.3 MOU and MOA Drafting and Clearance 
Procedures 

(CT:DS-1 64; 07-1 5-201 1 ) 

a. DS/MGT/PPD must process all DS-related MOUs and MOAs. The Policy Analysis 
Staff works with program managers to review all draft agreements to ensure 
compliance with Department guidelines and policies, and assists the DS 
manager with developing a final draft. 

b. DS program managers provide the Policy Analysis Staff with a subject matter 
expert's initial draft of a proposed MOU/MOA. The Policy Analysis Staff reviews 
and edits this material, works with managers to develop subsequent drafts, and 
coordinates appropriate clearances in DS, the Department, and with other 
Government agencies. In the case of MOUs/MOAs used as reimbursable 
agreements between DS and other agencies for goods and services, the 
program office must first coordinate with the Office of the Chief Financial 
Officer, DS/EX/CFO. After all funding requirements have been addressed in the 
draft and DS/EX/CFO has cleared, DS/EX/CFO provides the draft to PPD for 
further coordination and clearance. DS/EX/CFO also provides final clearance 
prior to submission for final signature. 

c. When the final version of an MOU or MOA is ready for signature, the Policy 
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Analysis Staff prepares a memorandum to the Assistant Secretary for 
Diplomatic Security, PDAS, Deputy Assistant Secretary, Executive Director 
(required on all MOU/MOAs involving DS resources), or assistant director 
recommending that the Bureau sign the document. 

d. All MOUs and MOAs require the following DS clearances: 

(1) Policy and Planning Division (DS/MGT/PPD); 

(2) Office of the Chief Financial Officer (DS/EX/CFO) when MOUs or MOAs 
involve fiscal resources; 

(3) Human Resource Management (DS/EX/HRM) when MOUs or MOAs involve 
personnel resources; 

(4) Contracting and Procurement Division (DS/MGT/CAP) when MOUs or MOAs 
involve contracts; 

(5) Office Director(s), and other assistant director(s) with equity in the MOU or 
MOA; 

(6) Executive Director (DS/EX); 

(7) Office of the Legal Adviser (L/M/DS); and 

(8) Diplomatic Security Service Director or Assistant Secretary, as appropriate. 

NOTE: Those initiating an MOU/MOA should contact DS/MGT/PPD if they have any 
questions regarding which offices need to clear and sign these agreements. 

12 FAM 054 PLANNING 

12 FAM 054.1 Bureau Planning 

(CT:DS-164; 07-15-2011) 

The DS/MGT/PPD Strategic Planning Staff centrally manages the operational 
planning and certain functions of the long-term strategic planning for the Bureau 
under the established DS Planning Structure (DSPS). DS/MGT/PPD is also a 
member of the Bureau's Strategic Planning Group, which the DS Executive 
Director heads. 

12 FAM 054.1-1 DS Planning Structure (DSPS) 

(CT:DS-1 64; 07-1 5-201 1 ) 

The DSPS is a Bureau-wide framework for: 

(1) Establishing strategic alignment with Bureau responsibilities, objectives, 
and activities; 

(2) Outlining program deliverables against available resources and 
requirements; 
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(3) Reporting program progress towards achieving defined deliverables, while 
identifying potential program issues, constraints, and mitigations; 

(4) Evaluating program performance and alignment with strategic goals based 
on established annual program plans; and 

(5) Providing decision support for DS senior management. 
12 FAM 054.1-2 Strategic Planning 

(CT:DS-197; 09-17-2013) 

a. Strategic Group: DS/EX heads and facilitates a working group to examine 
strategic challenges and opportunities facing the Bureau. This group, in 
collaboration with program managers, also examines the effectiveness of DS 
programs. 

b. Bureau Strategic and Resource Plan (BSRP): Based on guidance from the 
Bureau of Budget and Planning (BP/DS/MGT/PPD) prepares the annual BSRP, 
which identifies the Bureau's strategic goals, high-priority initiatives, and 
performance indicators. The BSRP supports the allocation and proposed 
expenditure of appropriated funds. This plan is linked to the Department's 
strategic goal framework and establishes the main link between policy, program 
planning, resources and impact metrics. 

c. Mission Strategic and Resource Plan (MSRP): Following the BP guidance, 
DS/MGT/PPD supports preparation of the annual MSRP for posts abroad. 
DS/MGT/PPD works with the International Programs Directorate (DS/IP), in 
sending the DS Data Call to all regional security officers (RSOs) abroad in 
support of post's security resource requirements. For this DS Data Call, RSOs 
are responsible for identifying required out-year security resources that are not 
captured in the MSRP, and these include: 

(1) Compound and residential security (i.e., new embassies/consulates, 
staffing needs, new access control points, local guard, surveillance 
detection needs, etc.); 

(2) Equipment and maintenance (i.e., technical security 
replacements/purchase needs, mobile patrol, radios, etc.); 

(3) Special events (e.g., G-20 Summit, Olympics, World Cup, etc.); and 

(4) General security (e.g., training, computer security, background 
investigations, protective security services). 

12 FAM 054.1-3 Operational Planning 

(CT:DS-1 64; 07-1 5-201 1 ) 

a. Program Plans: As part of the DSPS, DS/MGT/PPD facilitates the development 
of annual program plans for individual DS programs. The plans establish 
program purpose, objectives, resource levels, risks and potential mitigation 
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strategies, as well as quarterly planned results/deliverables for the fiscal year. 

b. Quarterly Performance Reports (QPRs): The program level prepares and the 
office level consolidates the QPRs, based on established annual program plans. 
QPRs report the programs' actual versus planned performance results. 

c. Program Results Briefing: At the end of each quarter, DS/MGT/PPD analyzes 
the information that the QPRs provide, and prepares an executive briefing for 
the PDAS and the Executive Director. 

d. Program Reviews with the PDAS: Based on senior management input, 
DS/MGT/PPD will facilitate meetings between program managers and the PDAS 
in order to review results in individual programs. 

12 FAM 055 OVERSEAS SECURITY POLICY 
BOARD (OSPB) 

12 FAM 055.1 General Operations 

(CT:DS-1 64; 07-1 5-201 1 ) 

a. The Overseas Security Policy Board (OSPB) is an interagency body that assists 
the Secretary of State in carrying out statutory responsibilities to provide 
security of U.S. Government operations at U.S. missions abroad (see 12 FAH-6 
H-014). The OSPB considers, develops, coordinates, and promotes security 
policies, standards, and agreements on security operations, programs, and 
projects that affect all U.S. Government agencies working abroad under COM 
authority. The Bureau of Diplomatic Security chairs the OSPB, guides the 
activities of the Board, and exercises the authority of the Secretary of State as 
set forth in the Omnibus Diplomatic Security and Antiterrorism Act of 1986 
(Public Law 99-399). 

b. OSPB voting members include the security directors of the following agencies: 
USAID, CDC, CIA, DEA, DIA, FBI, NSA, NASA, OMB, and the Departments of 
Commerce, Homeland Security, Justice, Transportation, and Treasury; as well 
as the Federal Aviation Administration, Foreign Agricultural Service, 
Broadcasting Board of Governors, DNI Center for Security Evaluation, and the 
Peace Corps. 

12 FAM 055.2 OSPB Executive Secretariat 

(CT:DS-164; 07-15-2011) 

a. The Chief of the Policy and Planning Division (DS/MGT/PPD) serves as the OSPB 
Executive Secretary. DS/MGT/PPD provides the administrative support for all 
OSPB meetings. (See 12 FAH-6 H-014. 1 for details.) 

b. DS/MGT/PPD is also responsible for tracking the status of all OSPB standards, 
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including the status of OSPB working groups' draft standards. DS/MGT/PPD 
coordinates the official clearance of all new/revised OSPB standards (see 12 
FAM 056, DS Clearance Procedures, and 12 FAH-6 H-014.1, OSPB Charter). 

c. DS/MGT/PPD serves as a member of each OSPB working group to assist the 
designated chairperson in accomplishing the working group's objectives. (See 
the 12 FAH-6 H-014.2 for the OSPB Working Group Guidelines.) 

12 FAM 056 DS CLEARANCE PROCEDURES 
12 FAM 056.1 General Clearance Requirements 

(CT:DS-1 64; 07-1 5-201 1 ) 

a. DS/MGT/PPD coordinates the clearance of all security policies, procedures, and 
standards within DS and the Department. DS/MGT/PPD also coordinates the 
clearance of those security policies, procedures, and standards having a 
potential impact on other foreign affairs agencies that participate in the OSPB. 
Security policies having an impact upon, or requiring the cooperation of an 
agency not represented on the OSPB, still require the appropriate agency's 
clearance. 

b. DS program managers clear the initial draft of all policies through their deputy 
assistant secretary or assistant director. 

c. DS/MGT/PPD obtains any additional DS, Department, and OSPB clearances. 

d. DS/MGT/PPD reviews and clears all DS policies. 

e. The Office of the Legal Adviser (L/M/DS) must clear policies with identifiable 
legal issues. 

f. DS/IP and the PDAS must clear all policy issues affecting Foreign Service posts 
and regional security officers. 

g. DS/EX/CFO must clear all policy issues affecting Foreign Service posts with 
financial implications. DS/EX/HRM must clear all policy issues affecting Foreign 
Service posts with personnel implications. 

h. Any office in the Bureau or the Department mentioned in the text of the 
proposed policy, procedure, or standard must be given the opportunity to clear. 

i. As a general rule, security policies, procedures, and standards are not sent for 
clearance outside of DS until full DS clearance is obtained. 

j. While DS strives to resolve differences and obtain all clearances, statutory 
responsibility may require DS to set certain security-related policies without full 
concurrence of all affected parties when there is an imminent life or safety 
issue. 
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12 FAM 056.2 DS Clearance and Approval Procedures 
for Outgoing Telegrams 

(CT:DS-1 64; 07-1 5-201 1 ) 

a. Approval requirements for DS outgoing telegrams: The minimum approval 
requirement for all outgoing telegram traffic from DS is at the division chief 
level. No direct-hire employee below this management level, or contractor, is 
authorized to approve outgoing DS telegrams, except if an employee is officially 
acting for a division chief or office director. 

b. Clearance requirements for outgoing telegrams pertaining to policy, procedure 
or standards: All outgoing telegrams pertaining to security policy or standards 
originating from DS program offices must be cleared by the DS directorates 
with substantive interest as well as DS/MGT/PPD, DS/EX, and DS/DSS. 

12 FAM 056.3 Department Clearances 

(CT:DS-1 64; 07-1 5-201 1 ) 

a. DS/MGT/PPD is the 12 FAM Diplomatic Security Volume Coordinator and is 
responsible for coordinating the Bureau clearance of all new or revised 
provisions of 12 FAM and associated FAHs, as well as the Bureau clearance of 
any other FAM/FAH submissions that have a security impact. (See 2 FAM 1116 
and 2 FAH-1 for the Volume Coordinator's responsibilities.) 

b. The Office of Management Policy, Rightsizing, and Innovation (M/PRI) must 
clear on all policies, procedures, and standards. The Office of the Inspector 
General must review all policies, procedures, and standards. The Bureau of 
Overseas Buildings Operations, Office of Policy and Program Analysis, 
coordinates appropriate clearances for revisions to policies, procedures, and 
standards applicable to facilities abroad. 

c. In most cases, the executive offices of the regional bureaus are to clear, 
depending on whether or not the proposed policy affects their bureau 
operations. 

d. The Department's Office of the Legal Adviser (L) must clear. 

e. All other clearances are determined by content. 

12 FAM 057 IMPLEMENTATION OF STANDARDS 

(CT:DS-1 64; 07-1 5-201 1 ) 

a. Projects are funded and equipment furnished, installed, and maintained in 
accordance with existing agreements and procedures. These agreements and 
procedures are catalogued by program in 12 FAM and related Foreign Affairs 
Handbooks. 
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b. Agencies allowed to exceed DS standards based on heightened threat/risk may 
be required to: 

(1) Fund all or a portion of the additional costs that result therefrom; 

(2) Furnish equipment including spares; and/or 

(3) Provide for installation and maintenance. 

12 FAM 057.1 Noncompliance Procedures 

(CT:DS-1 64; 07-1 5-201 1 ) 

a. Whenever security policies and procedures cannot be complied with or 
standards cannot be met, the post must provide a full explanation to DS and 
the parent agency cognizant security authority. The post must include 
recommended actions that might compensate to some extent for the reduced 
security that may result. Where such non-compliance involves agencies other 
than the Department, DS, in consultation with the cognizant security authority 
of the parent agency, will determine what remedial action will be required. 

b. In those instances where the standards cannot be met due to a lack of 
resources, chiefs of mission and principal officers must ensure that all agencies 
are treated equally and that equal protection is provided whenever and 
wherever the threat level is the same. 

c. In the case of posts designated Special Conditions Posts (see 12 FAM 057.3), 
the post must request approval for non-compliance with security policies, 
procedures or standards from the Assistant Secretary for DS through the 
Directorate of International programs (DS/IP). 

12 FAM 057.2 Exceeding Standards 

(CT:DS-1 64; 07-1 5-201 1 ) 

a. When an agency lead at a post believes that it is necessary to exceed the 
requirements of a security policy, procedure, or standard, the agency lead must 
make a proposal to the emergency action committee (EAC) or the 
counterintelligence working group (CIWG), as appropriate, which makes a 
recommendation to the COM or principal officer. If the EAC supports the 
agency lead's proposal, the post, through the COM, must seek Department and 
DS clearance/concurrence. 

b. The agency lead may appeal the EAC or CIWG decision to the parent agency, 
which should attempt to resolve the issue with the Department. 

c. In the case of posts designated Special Conditions Posts (see 12 FAM 057.3), 
the post must request approval to exceed security policies, procedures or 
standards from the Assistant Secretary for DS through DS/IP. 
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12 FAM 057.3 Special Conditions 

(CT:DS-1 64; 07-1 5-201 1 ) 

The final decision to open, close, or change the status of a diplomatic mission is 
made by the President. The final decision to open, close or change the status 
of a foreign service post such as a consular post, consular agency, branch, or 
special office is made by the Under Secretary for Management (see 2 FAM 400). 

The Under Secretary for Management, in coordination with the Assistant Secretary 
for DS and the Director of Overseas Buildings Operations, must approve 
funding diverted for posts designated Special Conditions Posts for projects 
previously funded in accordance with existing agreements and procedures (see 
12 FAM 057 paragraph a). 

The threat categories established on the Security Environment Threat List (SETL) 
are a composite, and the countermeasures associated with the level assigned 
may not address the dynamic threat at a given post. In accordance with the 
Diplomatic Security Risk Management Policy (see 12 FAH-6 H-511) there are 
also a number of factors that make the general application of existing standards 
impossible or inappropriate because the nature of the threat varies, as does the 
vulnerability. Such factors or special conditions may include: 

Ongoing U.S. Military operations within the country or bordering country; 

Contested territory, contingency area, or war zone in the country or bordering 
the country; 

Proximity to a country or area recovering from a natural disaster; 
A remote location without infrastructure; or 

Other special conditions recognized by DS as requiring consideration outside 
the application of established security standards. 

Where such special conditions exist in specific countries, or at particular posts 
within countries, countermeasures outside the established security standards 
should be considered in accordance with the established Diplomatic Security 
Risk Management policy and 12 FAM 057.1 and 057.2. 

12 FAM 057.3-1 Designation as a Special Conditions 
Post 

(CT:DS-1 64; 07-1 5-201 1 ) 

The request to be designated as a special conditions post must be made in 

consultation with post EAC or CIWG, with concurrence of the RSO and the COM, 
and must include what factor(s) form the basis for the request. Post must 
submit its request to the Assistant Secretary for DS. 

The Assistant Director for Threat Investigations and Analysis (DS/TIA) in 

consultation with the Deputy Assistant Secretaries for Countermeasures (DS/C) 
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and International Programs (DS/IP), must review the Post's request for 
designation as a Special Conditions Post with the appropriate parent agency 
representatives and make a recommendation to the Assistant Secretary for DS 
within 10 working days. The Assistant Secretary will make the final 
determination. 

A post designated as a Special Conditions Post by the Assistant Secretary may, as 
circumstances warrant: 

(1) Request noncompliance with existing standards; or 

(2) Request to exceed existing standards in accordance with the procedures 
outlined in 12 FAM 057.1 and 057.2. 

12 FAM 057.3-2 Expedited Review for Special 
Conditions Posts 

(CT:DS-164; 07-15-2011) 

The Assistant Secretary must ensure that DS fully considers the post request and 
recommendation, including any necessary consultation with parent agencies or 
Department bureaus. To the maximum extent possible, the consideration of post 
requests for exceptions will follow established exceptions processes (e.g. 12 FAM 
315, 12 FAH-5 H-200, etc.). DS program offices responsible for evaluating the 
request must prepare a recommendation for the Assistant Secretary's approval 
within 20 working days of post's request. 

12 FAM 057.3-3 Annual Review Requirement 

(CT:DS-1 64; 07-1 5-201 1 ) 

The Assistant Secretary must review all Special Conditions Posts on the one-year 
anniversary of their designation or in conjunction with the annual SETL process 
(whichever occurs later) to ensure the factors of that post still warrant treatment 
as a Special Conditions Post. 

12 FAM 058 AND 059 UNASSIGNED 
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